a KerioControl

[pocTas B 1MCMOAb30BaHWK KOMMNEKCHas
cucTemMa yrnpasneHus 3alUTor oT yrpos

Mcnonb3aynTe Kerio Control ans 3aLimTbl Ballen CeTu OT BYPYCOB Y BPeAOHOCHbIX MPOrpaMM. 3TO MPOCTOe B
YNPaBAeHU peLleHme BKIKYaeT B CeHA MeXCETEBOW 3KpaH (GariepBos) U MapLLUPYTU3aTOP HOBOIO MOKOIEHUS,

CUCTEMY ODHapyXeHVd 1 MpeAoTBpaLLeHVd BTopxeHWr (IPS), aHTBupyc, VPN, dunsTpaumio COAepXMMoro Beb-
calita 1 MpUNoxeHWin. LLInpokmne BO3MOXHOCTY 11 HEMPeB30MAeHHasA TMOKOCTb B Pa3BepTbIBaHNM AenaroT Kerio
Control naeansHLIM BEIOOPOM A1t MasbIX U CPeAHUX MPeAnpUSTUR.

3awmTmTe CeTb NpY MOMOLLM
rnyooKoro aHanv3a nakeTos,
pacLUpeHHON MapLUpyTU3aLmn,
NpesoTBPaLLeHna BTOPXeHNIA

1 BbICOKOMPON3BOANUTEIbHOIO
kneHTa VPN.

YnpaBnsiiTe NponyckHow
CMOCOBHOCTBIO MPY MOMOLLM
Np1opmuTE3aLMM 1 MOHUTOPWHIa
Tpaduka, banaHCMpPOBKM
NHTEPHET-HArpy3ku, orpaHnyeHns
[10CTyNa kK MOTOKOBOMY BUAEO U
MYPUHIOBbBIM MOAKIFUEHNAM.

Jly4dwas B oTpacnum cucrema
drnbTpaLMY COAEPXMMOro
Beb-calita 1 NpUOXeHW  No
141 kaTteropum C BOSMOXHOCTbHO
npocMaTpvBaTh NHTEPHeT-
aKTVIBHOCTb OTAENbHbIX
noneb3oBatenen.

Nerkoe n 6eiCcTpoe
AAMUHNCTPUPOBaHME

CO CTaLMOHAPHOI0 UK
NNaHLLETHOro KoMMbroTepa Npu
nomoLLn Beb-nHTepdelica Kerio
Control.

BbicTpoe 1 npocToe
pasBepTbiBaHMe B Ntobol IT-cpese
ApY NOMOLLM MPOrPamMMHOro Uan
BUPTYaNbHOrO MOAYNeN.
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ObecneybTe 6e30MacHOCTL Ballen ceTu

3aLmTITE CepBepbl NPV MOMOLLM F1yOOKOro aHaM3a NakeTos 1 PaCLUMPEHHbIX
BO3MOXHOCTel MapLUpyT13aLm Tpaduka.

Co3faBalite NOANTUKI BXOASILLIErO U UCXOAALLErO
Tpaduika, paspeLlante NOAKNHOYEHNUSA TONBKO

no onpegenéHHeiM URL, mpunoxeHuam, Ang
onpesenéHHoOro Tuna Tpaduka, kaTeropysm AaHHbIX
1 B yKa3aHHOe Bpemst CyTOK.

Micnonb3yinte cuctemMy NpeaoTBPaLLEeHNS BTOPXKEeHN
C aHanV30M NoBezeHVIst Ha 6a3e NpUNoxeHKNs Snort,

veo | i |
perynspHo 06HOBASEMYH 633y AaHHbIX NMPaBW 1

YEPHBIX CN1CKoB IP aapecos. \ 4

He nossosidaiite BMpycam, Yepsam, TPOAHCKAM
M WUAVOHCKAM MpOorpaMMam MonacTb B Bally CeTb — MCNonb3yinTe Sophos Gateway
Antivirus.

3almnTTe KIVEeHT-CepBepHbIe MOAKMIOUeHNE npy nomoLn Kerio VPN kniveHTa, — van
NCNONB3YTE CTAaHAAPTHLIN KNneHT IPsec VPN(L2TP).

Ans co3naHvs 6e30MacHbIX MOAKNFOUEHNI CeTb-CeTb MeXay oducamu, UCNonb3yte
Kerio VPN. [lns co3gaHus 6e3onacHoro coeanHerve VPN ¢ yaaneHHbIM oducom 6e3
paseepTbiBaHMA Kerio Control, ncnonb3ynre ctaHAapTHbIN npoTokon IPsec VPN.

YnpaBnanTe NPonyckHOW CNOCOBHOCTBIO AN
oONTUMU3aLMK Tpadrika

© 2016 Kerio Technologies,

YCTaHaBAMBaliTe NPUOPUTETHI 1 OCYLLeCTBASNTe

MOHWTOPWHI CeTeBOro Tpaduka. o (-
. A
Pacnpegenarite HTepHeT-Tpadu1K No a i o (-
HECKONBKMM MOAKMHOUEHAM MPU MOMOLLM """ (]
0anaHCcPOBKNA Harpy3kn HTEPHET- = -

NOAKNOUEHVISA, UTOObLI 0becnevnTb
HernpepbIBHbIV 4OCTYN B VIHTEpHeT.

3aLmMTITe Bally CeTb OT Tpadyika, MOrNOoLLAtOLLEro MPOMYCKHYHO CMOCOBHOCTL KaHana.
HanpviMep, MOTOKOBOI0 BUAEO, U BNOKMPYATE MMPUHIOBbIE MOAKIFOYEHNS.

nc. Bce npasa 3alyyiiLeHs



[MoBbILLANTE Nnpon3BoAnNTE/IbHOCTb TPYyAdad COTPYAHNKOB

rnpn NnoMoLLn J'IyL‘ILIJeVI B OTPaUIN CNCTEMBbI QDI/IJ'IpraLLI/II/I

I_Ipl/lﬂO>KeH|/||7| N NHTEPHET-COAEPXMNMOTO V.
BO3MOXHOCTb BbIGOPOYHOrO YNpaBAeHVst 1 MPOTOKOANPOBaHWSA AOCTyNa )

K 147, NOCTOAHHO OOHOBASIEMOW KaTEropy KOHTEHTA U MPUIOXEHWI NpY ( (
MCNONb30BaHWUM pacLUnpeHHol cnyxbel Kerio Control Web Filter ¢ koHTponem

NPUAOKEHMIA.

ﬂpOCManVIBaIZTe NHTEPHET-aKTBHOCTE OTAE/IbHbIX noNb30BaTenein, yTOWHﬂVITe

npaBwWia ynpasiaeHna MoA0CoN MPOnyCkaHnA n BbINONHANTE MHOIVE Aapyrvie 8,5,5,5,5,5.0.0 cpm s e ss
aess

3aZa@4m NpY NOMOLLM NOAPOBHBLIX aBTOMaTMYecknx oT4eTos Kerio Control Statistics,

OTNpaBndeMblX Ha Ballly 3/1E€KTPOHHYH MOYTY.

MUHUMN3MPYIATE FOPUANYECKE PUCKI 1 yBENNYBLTE NMPOU3BOAMTENBHOCTE Tpyaa
BaLLMX COTPYAHVIKOB, YNPaBAAsa 1x JOCTYNOM K BEG-CaTaM, MPUIOXEHWAM U
KaTeropusM aHHbIX B ykazaHHOE BPeMs AHS 1 HOUM, NCMOb3ys 0630PHbIE OTHETD

aAKTNBHOCTN.

BeicTpoe v nerkoe agAMUHNCTPUPOBaHMe — B Nr0boe
BpeMms, B KOOOM MecTe

= |‘Ionyl-|a|7|Te AO0CTymM K HaCTpOIZKaM 6e3onacHoCTyH, YMpPaBAEHWIO MO/Ib30BaTeNAMN

1 MPOMYCKHOM CNOCOBHOCTHID, 6€30MACHO Y HAAEXHO YCTaHaBAMBaMTe NONUTUKA
Tpadrka Npy NOMOLLM HACTPaMBaemMoro Beb-nHTepdeiica.

Ynpaenarite Kerio Control ¢ HaCTONBHOMO KOMMbOTepa UK yaaneHHo rnpu
MOMOLLM MAaHLLUeTa.

KOHTponvpyiTe Balln yCTPOWCTBA B KOOOM MeCTe C MOMOLLLHO MyKerio.
YnpasnsanTe HeckoNbk1MMU passepTbiBaHamm Kerio Control ¢ NOMOLLbHO
LeHTPann30BaHHOro Beb-1HTepderica, KOTOPbIN Bam NpeaoCTaByT
KOHCONMANPOBAHHYIO MHPOPMALIMIO O CUCTEME, aBTOMaTNYeCKOe pe3epBHOe
KOMMPOBaHMe KOHGUrypaLmm, MOHUTOPUHT CTaTyCca, YBEAOMNEHWS CNCTEMbI U
MOJHYHO YAaNeHHYI KOHPUrypaLmto.

MonyyanTe yBeOMNEHNS MPAMO Ha MOOWIBHOE YCTPOMCTBO C MOMOLLBHO
npunoxeHwin angd iPhone 1 Apple Watch. Bel MoxeTe 6biTb yBEpPEHbI B TOM, YTO
BaLLM YCTPOVICTBA OHNAMH 1 eCn CTaTyC U3MEHNTCS, Bbl OyaeTe NepBbIM, KTO 06
3TOM y3HaeT.

vmware Hyper-V =

BbicTpoe pa3BepTbiBaHvie B Nt0b60N IT-cpese

= [I36eranTe Npobnem, BbI3BaHHbLIX KOHPAUKTAMMN MPUIOXEHNIA U YA3BLMOCTAMY
CUCTEMHBIX CNYXH, pa3sepHyB NporpaMmHelii Mogynbe Kerio Control — yctaHoBka
Ha Nroboe A0CTyNHOE annapaTHoe obecrneyeHune.

MHTerpupyrite BMpTyansHelii Mogynb Kerio Control ¢ npesaputensHo

HaCTPOEeHHbIM MPorpaMMHbIM obecnedeHnem Kerio Control n «ykpenneHHom»

OC B cpeay VMware — 6e3 n3MeHeHWs annapaTHoro obecneyeHns — u

06BbeANHUTE HECKONBKMX CreLan3npoBaHHbIX CEPBEPOB 1 MPUIOXEHUI B a
OZJHOM YCTPOWCTBeE.



http://my.kerio.com

